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B OTHOIIEHHH 00pa0OTKH NMEePCOHALHBIX JaHHBIX.

1.  OBIIME INOJIOXKEHHA
1.1.  TepMUHBI U ONIpENEICHUS

[TepcoHanpHble HaHHbIE - J00as HHQOpMammd, OTHOCAmA’ACA K TPAMO HIH KOCBEHHO
OIIpeIeNeHHOMY MM OTIpefieniieMoMy (GusudeckoMy JUIy (CyOBEKTy MepCOHATBHBIX JAHHBIX).

Orrepatop - TOCYNapCTBEHHBIN OpraH, MyHHUIMIATBHEIA OPTaH, OPHIMYECKOe WIH (HU3HISCKOE
JIIO, CAMOCTOSTENBHO MIIM COBMECTHO C APYTMMH JIMIAMH OPTaHM3YIOIIHE U (MJIM) OCYIIECTBIISIOUIHE
06paboTKy MEPCOHATBHBIX IAHHBIX,. & TAKKe ONMPeIENIIomue Uend 00paboTKy MepPCOHANBHBIX JaHHbIX,
COCTaB ITIEPCOHANBHBIX MAHHBIX, MOMNEXamux oOpaboTKe, NeHCTBHs (Omepauuu), COBepIIacMbIe C
IIEPCOHATBHBIMU IaHHBIMH.

O6paboTKa TIepCOHATBHBIX JaHHBIX - 060 JeicTBHE (ONepamys) il COBOKYIIHOCTb NeHCTBHM
(omepanuit), COBEPIIAEMBIX C MCIOJB30BAHUEM CPEICTB aBTOMAaTH3aluK WK (e3 MCIOIB30BaHUI TaKHX
CPEJICTB C NEPCOHAIBHBIMA JAHHBIMH, BKJIIOUast cO0p, 3aliCh, CUCTEMATU3AIMIO, HAKOIIIEHHE, XPaHEHHE,
yTouneHHe (OOHOBIEHHME, W3MEHEHHE), H3BICYEHHE, HCIONL30BAHME, ITepenady (paclpocTpaHeHHe,
IpENOCTaBIEHUE, IOCTYI), 00e3nHYrBaHue, ONOKMPOBAHHE, yHAIEHWE, YHHYTOXKEHHE MEePCOHATBHBIX
IIAHHBIX. :

ABTOMAaTH3MpOBaHHAs 00paboTKa [ePCOHAIBHBIX JAaHHBIX - 00pab0TKa NEPCOHANBHBIX JAHHBIX C
IIOMOIIBIO CPEJICTB BEIYMCIUTENBHOH TEXHUKH.

Pacnpoc:TpaHeHne NEPCOHAIIBHBIX JaHHBIX - JIEHCTBUS, HalpaBJICHHBIE Ha pPaCcKpbhITHC
NEPCOHAJIBHBIX NAaHHBIX HEOIIPEACICHHOMY KPYTYy JIHII.

[IpefoCTaBlIeHHE IIEPCOHANBHBIX JAHHBIX - JEHCTBHS, HaIpPaBlIE€HHBIE Ha paCKpHITHE
TEPCOHAIBHBIX IAHHBIX ONPEIETEHHOMY JIHILY MM ONPEISICHHOMY KPYTY JIHII.

~ BroxkuposaHue MEpPCOHANBHBIX JaHHEIX - BPEMEHHOE IIpeKpalneHne o6paboTKu MepCOHAbHbBIX
IaHHBIX (32 MCKIIOYEHHEM CciydaeB, ecid oOpaboTka HeoOXoiuma Ul YTOYHEHMS MEPCOHATBHBIX
JAHHBIX). : ,

YHUUYTOXEHHE IICPCOHAJIBHBIX MOaHHBIX - IEHUCTBUS, B PE3YIbTAaTEC KOTOPBIX CTAaHOBUTCH
HEBO3MOXHBIM BOCCTAaHOBHUTEL COACPXaHHEC TICPCOHAIBHBIX TaHHBIX B HH(bOpMaHHOHHOﬁ CHUCTEME

[NCPCOHAIBHBIX HAHHBIX H (HJ’IH) B PE3YIbTATE KOTOPBIX YHHUYTOXAKTCA MaTCpUaJIbHBIE HOCHUTEIIHN
NICPCOHAIIBHBIX JaHHBIX.



O6e3nMYMBaHME IIEPCOHANBHBIX [AaHHBIX - IEHCTBHS, B pPE3yJIbTaTeé KOTOPBIX CTAHOBHUTCH
HEBO3MOXXHEIM 0€3 HCIHOJIB30BAaHUS IOIOJHUTEIbHON HHQOpPMayy OIpeNeIuTh IPUHAMIEKHOCT
IEPCOHAITBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY ME€PCOHANBHBIX JaHHBIX.

NupopMalMoHHas CHCTEMa IIEPCOHANBHBIX JaHHBIX - COBOKYIHOCTH COAEpKammxcs B 6asax
JAHHBIX MEPCOHANBHBIX NTAHHBIX U 00ECHEeUHBAIOMUX HX 00paboTKy MH(QOPMAIMOHHBEIX TEXHOJOIHH U
TEXHUYECKUX CPENICTB. '

TpancrpanuyHas Tnepejada NEPCOHATBHBIX [JAHHBIX - Iepefada IEepPCOHANBHBIX JAaHHBIX Ha
TEPPUTOPHUIO MHOCTPAHHOTO TOCYHapCTBa OpraHy BJIACTH HHOCTPAHHOIO rOCyIapCTBa, WHOCTPaHHOMY
(bu3rUeCKOMY JIMIY WA HHOCTPAHHOMY IOPUANYIECKOMY JIAILY.

1.2. HasnaueHwue u mpaBoBas OCHOBA JOKyMEHTa

IMomutuka MII r.JIckoBa «IITCy» (mamee IlpenmpusTtre) OIpeneseT CHCTEMY B3IJIAIOB Ha
mpobneMy — obecreyeHHs ~ GE30MACHOCTH  NEPCOHAIBHBIX ~ JAaHHBIX M TIPEJCTaBIAeT OO0
CHCTEMATH3MPOBAHHOE M3JIOXKCHNE IeIed U 3a/1a4 3alUTHl, KaK OJJHO HMJIM HECKOJIBKO IpPaBUJI, IPOIENyP,
NPaKTHYECKUX MPHEMOB M PYKOBOIAIIMX NPHUHIUIOB B obnacTi WHGOPMAITMOHHOH 0€30NacHOCTH,
KOTOPBIMH pPyKOBOACTByercst Ilpenmpustiie B CBOEH AEATENBHOCTH, & TAK)Ke OCHOBHBIX INPHUHIUIIOB
TIOCTPOEHMS, OPraHM3ALUOHHBIKX, TEXHOJNOTHYECKHX U IIPOLENYPHBIX AacleKTOB — 0OecredeHuUs
6€301acHOCTH ITEPCOHANBHBIX JaHHBIX. ;

3akoHOMATENbHON OCHOBOM HacTosmei Ilomutuku sBisorcs KoHCTHUTyNuUS Poccuitckott
®enepamyy, ['paxaanckuit, Yronosusii u TpynoBoit xomexcsl, Penepansapii 3akon ot 27.07.2006 Ne
152-®3 «O mepcoHaNbHBIX IAHHBIXY», 3aKOHBI, YKa3bl, IIOCTAHOBJICHUS, IpPYrHe HOPMATUBHBIC
JIOKYMEHTHI JeHCTBYIONIEro 3aKoHomarenbera Poccuiickoit ®enepammu, noxymentsl @CTOK 1 ©Cb
Poccuu. ‘

Ucnons3oBanue gaHHOH [ToNMMTHKH B Ka4eCTBE OCHOBBI IS IIOCTPOCHNUA KOMIIJIEKCHOM CHCTEMEL
HH(I)OpMaHHOHHOﬁ 6e30IMacHOCTH IIEPCOHAIBHBIX MaHHBIX HpeJIHpI/DITI/ISI IIO3BOJIUT OIITHMH3UPOBATH
3aTpaThl Ha €€ IIOCTPOCHHUE.

ITpu paspabGorke [TOJMTHKA YIUTHIBAIUCH OCHOBHBIE IIPUHIMIIBI CO3/IAHMS KOMILTIEKCHBIX CHCTEM
obecrieueHus 0e30MacHOCTH HWH()OPMANUK, XapaKTePHCTHKM H BO3MOXKHOCTH OpPTraHH3alMOHHO-
TEXHUYECKHMX METOJIOB ¥ COBPEMEHHBIX AlIapaTHO-IIPOrPaMMHBIX CPEACTB 3aIlUTEI U IPOTHBOACHCTBUS
yrposam 6e30macHOCTH HHPOpPMAIHH.

OcHoBHBIE TIONOXKeHHUSA [lonmuTHKH 6a3npyr0Tc;1 Ha Ka4eCTBCHHOM OCMBICICHHH BOIIPOCOB
0e30ImacHOCTH I/IH(I)OpMaIII/II/I " HE SanaI‘I/IBaIOT BOIIPOCOB 3KOHOMHYECKOI'O (KOJII/I‘ICCTBCHHOI'O) aHajusa
PHUCKOB U 000CHOBaHHS HEOOXOTUMBIX 3aTpar Ha 3alluTy I/IH(bOpMaI_II/II/I

2. OBBEKTHI 3AIIUTHI

OCHOBHEIMM OOBEKTAMHM CHCTEMBI OE€30ITaCHOCTH IIEPCOHANBHBIX JAaHHBIX B llpeampusarun
SIBJISIFOTCSL: :

- I/IH(bOpMaHI/IOHHbIC PECYPCHI C OTPaHUYICHHBIM JOCTYIIOM, COACPIKAINUEC IICPCOHAIIBHBIC MaHHBIC,

- IpoIeccsl 00pabOTKH MEePCOHANBHBIX JaHHBKIX B HHO)OPMAIMOHHOH CHCTEME IE€PCOHAIBHBIX
naHubIX [pennpusTtus, HHOOPMAIUMOHHBIE TEXHONOTHH, PerJIaMeHThl U Ipolenypsl cobopa, o6paboTkH,
XpaHeHus W Iepenadu HHGOpMAIUH, nepcorxan pa3paboTYMKOB U IIONB30BaTeNIed CHCTEMBI U €€
06CITy)KUBAIOLIU TEPCOHAT;

- uHbopManronHas nHPPACTPYKTYpa, BKIFOYAIOIIAs CHCTEMBI 00paboTKY U aHAIN3a HHGOPMAIIHH,
TEXHUYECKHE U [POrPaMMHbIE CPEICTBA €€ 00PaGOTKH, EpeNayt B OTOOPAKEHHS, B TOM YHCIIEe KaHANbI
MHGOPMAIIMOHHOT0 0OMEHa U TEIeKOMMYHHUKAIMH, CUCTEMBI ¥ CPEZCTBA 3aIlUTEI HH(POPMAIIUH, 00HEKTEI
¥ [IOMEIIEHHs, B KOTOPBIX PACTIOIOKEHBI TEXHUYECKHE CPECTBA 00PABOTKY IepCOHATBHBIX TaHHBIX.



5 IEJA W 3AJAYHA OBECHEYEHHSI BE3OIIACHOCTH ITEPCOHAJIBHBIX
JAHHBIX

3.1.  Hurepecs! 3aTparuBaeMsIX CyObeKTOB HH(YOPMAIIMOHHBIX OTHOIICHHH

- Cy6bexTamMu MH(QOPMAIMOHHBIX OTHOIICHWH NpH obecledeHHH 6€30IacHOCTH MEPCOHATBHBIX
naHHeIX [IpeanpusaTus SBISIOTCA:

- [MpenmpusTre, Kak COOCTBEHHUK MH(POPMAIIMOHHBIX PECYPCOB;

— ' DPYKOBOICTBO ¥ COTpPYOHHKM [IpequpusTus, B COOTBETCTBHHM C BO3JIO)KEHHBIMH Ha HUX
byHKIUAMY;

- usnueckue Jwna, cocrosmue ¢ llpeanpuATHEM B TPAXKTAHCKO-TIPABOBBIX OTHOIICHUSIX
(rpaxxnane);

ITepeuncnennsle CyOBeKTh HHOPMAIIMOHHBIX OTHOIICHHH 3aMHTEPECOBAHEI B 00ECTICYEHUH!
- CBOEBPEMEHHOTO JOCTYIa K HEOOXOAMMBIM UM [IEPCOHATBHBIM JAaHHEIM (MX JIOCTYIHOCTH);
- JOCTOBEPHOCTH (TIOJIHOTHI, TOYHOCTH, 'aIIeKBaTHOCTI/I, L(€JIOCTHOCTH) TIEPCOHANBHBIX JAHHEIX;
- KOH(UIEHIMATLHOCTH (COXpaHEH!s B TalfHe) IEPCOHANIBHBIX JaHHBIX,
- 3aIIUTH] OT HaBA3BIBAHUS MM JIOXKHBIX (HEIOCTOBEPHBIX, HCKaXKEHHBIX) IIEPCOHANBHBIX JaHHBIX;

= pasrpaHu4CHUs OTBETCTBCHHOCTH 3a HAPYIICHUS UX IIpaB (I/IHTepeCOB) 1 YCTAHOBJICHHBIX IIPAaBHUJI
o6pa1ueHH;1 C IEPCOHAJIbHbIMHU JOaHHBIMU,

- BO3MOXKHOCTH OCYLIECTBJICHHS HEIIPESPHIBHOTO KOHTPOJIA U YIIPABICHU IIpOoNECCaMu 06pa6OTKI/I 4]
nepeaavyy nNepCoHaJIbHBIX JaHHBIX;

—  3aIUTHI IEPCOHANBHBIX JAHHBIX OT HE3aKOHHOTO PAaCIIPOCTPaHEHHU.
3.2. llenu 3amIuTsl

OCHOBHO# LIENBIO, HA JOCTHKEHHE KOTOPOM HalpaBlIeHb! Bee M0JI0KeHH HacTosmel [Tomuruky,
ABJIIETCS 3aIUTa CYOBEeKTOB MH()OPMAMOHHBIX OTHOIIEeHUH [TpeAnpusaTus OT BO3MOXKHOIO HAHECEHUS
¥M MaTepUaIbHOro, (PU3MIECKOro, MOPATHFHOTO WM HHOTO yIepba, MOCPEACTBOM CIIy4adHOTO HIIH
IpPeIHAMEPEHHOIO BO3NEWCTBHMSA HA MEPCOHAIBHBIC JAHHbBIE, MX HOCHTENH, IIPOIECCH 0OpabOTKH H
nepefayn.

Vka3zanHas Leab JOCTHUraeTCs IIOCPENCTBOM obeceyeHHdss M IIOCTOSTHHOT'O MOAACPIKaHUS
CIIEOYIOIIUX CBOMICTB NIEPCOHAIIBHBIX JaHHBIX:

- JNOCTYIIHOCTH IEPCOHAIBHBIX OaHHBIX IS JIETAIBHBIX  IOJb30oBarenel  (yCTOHYMBOIC
GyHKIMOHHPOBAaHUS WH(DOPMAIMOHHBEIX CHCTEM IIpenmpusThs, mpH KOTOPOM IOJIB30BATENH HMEOT
BO3MOYKHOCTH TOJYYEHUsS HEOOXOMUMBIX MEPCOHANBHBIX JAaHHBIX U PE3YJbTAaTOB DEIICHHS 3a1a4 3é
TIPUEMIIEMOE TSI HUX BPEMs);

- IIEJIOCTHOCTH ¥ ayTEeHTUYHOCTH (IIOATBEPKICHIE aBTOPCTBA) IEPCOHATBHBIX NaHHBIX, XPAaHUMBIX
U 06pabaTeiBacMBIX B HHPOPMAIMOHHBIX cucTeMax [IpeanpusaTus u neperaBaeMoi 10 kaHajlaM CBSI3H,

— ' KOHOQUACHIMAIBFHOCTH - COXPAaHEHHUS B TailHe OINpPelNesIeHHOM YacTH NEPCOHAIBHBIX NaHHBIX,
XpaHUMBIX, 00pabaTHIBAEMBIX U ITEPEIABAEMBIX IT0 KaHAIAM CBS3H.

HeoGXomuMBl# ypoBeHb JOCTYIHOCTH, IEIOCTHOCTH M KOH(GUAECHIMATBHOCTH MEPCOHATBHBIN
IaHHBIX 0OeCIIeYnBACTCS COOTBETCTBYIOIIMIMY MHOXECTBY 3HAYMMBIX YIPO3 METOJJAMHU ¥ CPEICTBAMH.

3.3.  OcHoBHEIE 3a1auyl cUCTEMBI oOecrieueHns 6€30acHOCTH IEPCOHATBHBIX JaHHBIX



JIns DOCTHIKEHHsSI OCHOBHOM IeNIM 3aIUTHl M 00ECIIeUeHUs YKa3aHHBIX CBOMCTB IIEPCOHANIBHBIX
IaHHBIX cucTeMa obecredeHus uH(opManuonHo# GesomacHoctH [IpenupuaTus nommkHa oGecIeuuBaTh
3¢ deKTHBHOE peIIeHNe CIEeAYIOMX 3aa4:

- CBOEBPEMEHHOE BBIABJIEHHE, OIIEHKA ¥ MPOTHO3UPOBAHHE HCTOYHUKOB Yrpo3 MH(QOPMAILMOHHOH
0€e30MacHOCTH, MNPUYMH M YCIOBHiA, CIOCOOCTBYIOIIMX HAHECEHHIO ymiepba 3aMHTEPECOBAHHBIM
cyOBekTaM ~ MH(GOPMAI[MOHHBIX  OTHOIUIGHWH, HApPYLUICHHIO HOPMAIBHOIO  (QYHKIHOHHPOBAHHUS
uHdopMannoHHbIX cucteM [IpennpusTus;

= CO3laHre ME€XaHHu3Ma OIICPaTHBHOI'O pearupoBaHUs Ha YTI'PO3BI 0e301acHOCTH I/IH(I)OpMaHI/II/I 151
HETaTHBHBIC TCHACHIIUH,

- CO3JIaHMe YCNOBMM I MHHHMH3AIHH ¥ JOKATH3aIMA HAHOCHMOTO ylepba HempaBOMEPHBIMH
JNEACTBUSMU (U3UYECKUX M IOPUAMIECKHX JIMI, OCIabJICHHE HETaTHBHOIO BIIMSHHS ¥ JIHKBUIAIHS
TIOCJIEACTBHI HapyIIeHHs: Oe30I1acHOCTH HH(bOPMaIKH;

- 3aIUTy OT BMEINATENLCTBA B MpONEcC (GYHKIHOHMPOBAHUS MHGOPMAIHMOHHBIX CHCTEM
[IpennpusTiss TMOCTOPOHHHX JHI (HOCTYn K HHGOPMAIMOHHBEIM DECYypcaM IOJDKHEI HMETH TOJBKO
3apErHCTPUPOBAHHBIE B YCTAHOBIEHHOM IIOPSIKE MTOIB30BATENHM);

- pasTpaHHYEHHe JOCTyNa MOJb30BaTeNied K MHQOPMALMOHHBIM, alllapaTHLIM, [POrPaMMHBIM H
uHBIM pecypcam [Ipenmpustus (BO3MOXKHOCTE HOCTYIA TONBKO K TEM PECYpcaM M BBINOJHEHHS TOJBKO
TeX ONepaliil ¢ HIMH, KOTOpPhle HeOOXOAUMBI KOHKPETHBIM IOJB30BATEISM IS BBIOJNHEHHS CBOMX
CITy)KeOHBIX 00s[3aHHOCTEHN), TO €CTh 3AUIUTY OT HECAHKIHORMPOBAHHOTO 10CTyNa;

- obecreueHne ayTeHTH(UKAIMA I0Jb30BaTENel, YYaCTBYIOUX B HHGOPMAIMOHHOM 0OMeHe
(moaTBEpXKIEHHE MOIIMHHOCTH OTIPABUTENS U IIOJIydaTess HHPOpMaIlkn);

- 3aIIUTY OT HECAHKIIMOHMPOBAHHOM MOIU(UKAIMH UCTIONB3yEMBIX B HHOOPMAIMOHHEIX CHCTEMaX
ITpeanpusTys MPOrpaMMHBIX CPEICTB, & TAKOKE 3ALUTY CHCTEMBI OT BHEIPEHUS HECAHKIIHOHUPOBAHHBIX
IIpOTPaMM, BKIIFOYAst KOMIIBIOTEPHEIE BUPYCHI;

= 3alIATy I/IH(i)OpMaI.[I/II/I OTPaHHUYCHHOTO IIOJIB30BAHUA OT YTCUKHU 110 TEXHUYCCKUM KaHallaM IIpH €¢
06]3360’1‘1(6, XpaHCHHH U I€peaave 1o KanajiaM CBA3H.

3.4. OCHOBHBIE IIyTH PEIICHUS 3a1a4 CUCTEMBI 3alIATHI
[TocTaBjeHHbBIE OCHOBHEIE LIETH 3aIUTHI U PEIICHNUE IEPEYNCICHHBIX BBIIIE 38/1a4 JJOCTUTAFOTCS:

- CTPOTMM YUYETOM BCEX ITOUIEKAIIMX 3aIUTe PECypcoB MH(POpManMoHHBIX cucTeM llpenmpusrus
(ardopmanuy, 3a1a4, JOKYMEHTOB, KAHAJIOB CBSI3U, CEPBEPOB, aBTOMATH3UPOBAHHEIX Pab09NX MECT);

- XKYPHATUPOBAHUEM NeNCTBUM MEepCOHAaNa, OCYILIECTBIIIOMIEro 0OCIyXMBaHUE U MOAU(PUKALIIO
IIPOTPAMMHBIX U TEXHUUECKHUX CPEACTB MH(POPMALMOHHON CHCTEMBIL,

- MIOJIHOTOM, PeaibHON BBITOJHIMOCTBIO W HEIPOTHBOPEYHBOCTHIO TPEOOBAHUHN OpPraHU3alMOHHO-
PacCIOpPAIUTENBHEIX JOKYMEHTOB [IpeanpusTis 1o BompocaM obecreueHns 6e30macHoCcTH HHHOpManuy;

— TOATOTOBKOM JOJDKHOCTHBIX JIMI (COTPYIOHHKOB), . OTBETCTBEHHBIX 32 OpPraHU3allMI0 |
OCYIIECTBICHHE MPAKTUIECKUX MEPOIIPUATHI 10 00ecIeue N0 6e30I1aCHOCTH IEPCOHANBHBIX JTAaHHBIX U
IIPOIECCOB UX 06paboTKu; '

- HaOellCHHEM KaXIOTO COTPYINHHMKA (TONB30BATENsl) MHUHUMAIGHO =~ HEOOXOAMMBIMM IS
BBIIOJIHEHUST KM CBOMX (YHKUHOHAIBHBIX 00s3aHHOCTEH MOJHOMOYMSMH IO JOCTYIly K
HH(POPMaIMOHHBIM pecypcam [Ipennpusrus;

- YEeTKUM 3HAHHUEM U CTPOTHUM COOJIIOJCHHEM BCEMH IOJIB30BATENAMM MH(POPMAIMOHHBIX CHCTEM
[Ipennpusarus  TpeOOBaHMM  OpraHU3ALMOHHO-PACHOPSAWTENBHEIX JOKYMEHTOB IO  BOIpOCaM
obecnieyeHus 6€30MaCHOCTH UHPOPMALIKH;



= MePCOHAIBHOM OTBETCTBEHHOCTHIO 32 CBOHM IEHCTBHS KAXIOTO COTPYAHHKA, B PaMKaxX CBOHX
(GYHKIHOHATBHEIX 00S3aHHOCTEH UMEIOIIEro JOCTYI K MHGOPMALHOHHBIM pecypcaM IIpenmpusarus;

- HENPEPBIBHEIM ~ MONACPXKAHHEM  HEOOXOAMMOIO  YPOBHS  3AllMINEHHOCTH  JJIEMEHTOB
I/IH(I)OpMaHI/IOHHOI/I cpens! [Ipennpustus;

- IPUMEHEHHEM (H3HYECKHX H TEXHHYECKHX (nporpaMMHo -almapaTHBIX) CPEINCTB 3alUTHI
PECYPCOB CHCTEMBI U HETIPEPBIBHON aIMHHHICTPATUBHON MOANEPKKOM HX HCIIOIb30BAHMS;

- 3 GEKTHBHEIM KOHTPOJNEM HAJ COOJIONEHHEM MONb30BATENSIMA HHGOPMAUMOHHBIX DPECYPCOB
[Mpennpustus TpeGoBauuii 10 obecredyenuto 6e30nacHocTH HHGOpManuy;

- IOPUINYECKOM 3alluTOM WHTepecoB IIpenmpuaTHs NpH B3aUMOAEHCTBMH C BHEUIHHUMU
OpraHu3aIuaMy (CBA3aHHOM ¢ OOMEHOM I1€PCOHATIBLHBIMY JaHHBIMA) OT MIPOTHUBOIIPABHBIX JEHCTBUM, KaK
CO CTOPOHBI 3THX OpraHW3alMif, TaK W OT HECAHKI[MOHHPOBAHHBEIX JEHCTBHH OOCIYKMBArOLIErO
IIepcoHasIa ¥ TPEThUX JIHLL.

4. OCHOBHBIE TIIPUHIIAIIBI IIOCTPOEHHSI CHCTEMBbI BEBOHACHOCTI/I
INEPCOHAJIBHBIX JAHHBIX

[MTocTpoenue cucTeMsl, obecredenyss 6e30MacHOCTH IePCOHANBHBIX NaHHBIX IIpenmpustus, u ee
(QYHKIMOHUPOBaHUE JODKHBI OCYIIECTBIATECS B COOTBETCTBHM CO  CIICHYIOIIMMH OCHOBHBIMU
TPUHIIAIIAMH:

- 3aKOHHOCTE;

- CUCTEMHOCTb;

- KOMILIEKCHOCTE;

- HEIIPEPHIBHOCTE;

- CBOEBPEMEHHOCTb;

- IIPEEMCTBEHHOCTh U HETIPEPBIBHOCTH COBEPILIEHCTBOBAHNS,
- pasyMHas JOCTATOYHOCTE (IKOHOMHUYECKas [eJIecO00pa3HOCTb);
- TIepCOHATbHAS OTBeTCTBéHHOCTL;

- MUHUMU3AIUS I0JIHOMOYU;

- UCKITIOYeHNEe KOH(IIKTA HHTepecoia;

- B3aUMOJIEHCTBHE U COTPYIHUUECTBO;

- T'HOKOCTh CHCTEMEBI 3allUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHM3MOB 3aIIUTHL;

— IPOCTOTA IPUMEHEHHUS CPENCTB 3ALIUTEI;

- 000CHOBAHHOCTE ¥ TEXHHYECKAs PEaTH3yeMOCTh;

- CIeLHaNH3aus ¥ IPOPECCHOHATU3M;

- 0053aTeIHHOCTh KOHTPOJIS.

4,1. 3axoHHOCTH

IIpennonaraeT ocyIecTBICHHE 3AIUTHBIX MEPOLIPUITHH U pa3paboTKy CHCTEMBI O€30IIaCHOCTH
IEPCOHANBHBIX JNaHHBIX [IpenpusTiss B COOTBETCTBHH C JEHCTBYIOIINM 3aKOHOIATENILCTBOM B 00IacTH
3aIUTBl IIEPCOHANBHBIX [AaHHBIX, a TaKke IPYTHX 3aKOHONATENBHBIX aKTOB [0 6e30macHOCTH
uapopmauy P®, ¢ npuMeHeHHEM BCeX MO3BOJNCHHEIX METOJOB OOHApYXEHHs ¥ IIPECEYEHHS
NpaBOHAPYIICHUNH [pu paboTE C MEPCOHANBHBIMHM JaHHBIMM, - IIpMHATBIE Mephsl Ge30IacHOCTH



IEPCOHANBHBIX [HaHHBIX HE JOJDKHBI IPEIATCTBOBATH JIOCTYIIY IIPAaBOOXPAHHUTCIBHBIX OpPraHoB B
npeaAyCMOTPEHHBIX 3aKOHOAATEIILCTBOM: clIy4asx. .

Bce monp3oBarenu nHGOpMaMOHHOH cucTeMsl IIpeanpusaTys JO/DKHEI HMETh Tpe/ICTaBIICHNE 06
OTBETCTBEHHOCTH 3a MpaBOHAPYIIEHUS B 00J1acTH 00pabOoTKM IIEPCOHATBHEIX JAHHBIX.

4.2, CuCcTeMHOCTH

CucTeMHBI TOAXOX K. IIOCTPOSHHMIO CHCTeMBI 3amuThl uHGopmammu B [Ipenmpusatiu
TIpEe/IIONaraeT y4eT BCEX B3aMMOCBS3aHHBIX, B3aMMOIEHCTBYIOMMX H HM3MEHSIOIMXCS BO BPEMEHH
JIEMEHTOB, YCIOBHI ¥ (DAKTOPOB, 3HAYMMBIX Ul TOHMMAHWS W DEIUEHHs IPOOTeMBI OOecIeueHHs
6e30IMaCHOCTH MePCOHATBHBIX TaHHBIX.

IIpy CO3aHUM CHCTEMBI 3AIUTHl JODKHEI YIUTHIBATECA BCe Ciabble U HauboJee ys3BUMbIE MecTa
MHPOPMALMOHHEIX CUCTEM [IpennpusTys, a TaKKe XapaKkTep, BO3MOXKHBEIE OOBEKTEI M HATIPABIICHUS aTaK
Ha Hee CO CTOPOHBI HapyIHTeNnel (0COGEHHO BBHICOKOKBAIM(DHIMPOBAHHEIX 3/I0YMBILIIICHHHKOB).
CucTeMa 3aIUTHl JOJDKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX M3BECTHBIX KAHAJIOB IIPOHUKHOBEHUS U
HECAHKI[MOHUPOBAHHOTO JOCTyNa K HHpOpMAalu¥, HO H C YYETOM BO3MOXHOCTH IIOSBICHHUA
NPUHIWITHATLHO HOBBIX MyTEH pealu3aliy yrpo3 6€30IacHOCTH.

4.3. KoMmiuekcHOCTh

KOMIIEKCHOE ~ WCIIONb30BaHWE METOZOB M CPEACTB  3aIIUThl KOMITBIOTEPHBIX ~ CHCTEM
TIpEIIOIaraeT CorIacoBAHHOE IPHMEHEHNE Pa3HOPOIHEIX CPEJICTB IPH IIOCTPOEHUHM IIEIOCTHON CHCTEMBI
3aIMTEL, HEPEKPHIBAIONIEH BCe CYLIECTBEHHBIC (3HaYMMBIE) KaHAJbI Peali3allii yIpo3 ¥ He ColepiKaliei
clIabbIX MECT Ha CTLIKAX OTAEIBHBIX €€ KOMIIOHEHTOB. 3alllTa JOJDKHA CTPOMTECH JIIEIIOHUPOBAHO.
BHemHAs 3ammMra IO/DKHA O0eCHeudBaTbhCs (U3NYECKUMH CPEICTBAMH, OpPraHHM3alMOHHBIMH U
MIPaBOBBIMH MEPaMHU.

4.4. HenpepbIBHOCTH 3aIIUTHI

O6ecneuenne 6e30MaCHOCTH MTEPCOHATBHBIX JAHHBIX - IIPOLECC, OCYIIECTBIIAEMBIH PYKOBOACTBOM
[IpennpusTusi, OTBETCTBEHHBIM 32 OPTaHU3aLUI0 00pabOTKM IEPCOHANBHEIX JAHHBIX M COTPYIHHUKAMH
BCceX ypoBHeH. DTO He TOJNBKO M HE CTOJBKO MpOIeAypa WM IOJUTHKA, KOTOpas OCYIIECTBIISETCS B
OTpENENEHHbIA OTPE30K BPEMEHH HIIM COBOKYIIHOCTH CPEACTB 3aIIUTHI, CKOJBKO MPOIECC, KOTOPBIH
JOJDKEH TIOCTOSHHO MATH Ha BCEX YPOBHSAX BHYTpH [Ipennpusarus ¥ Kaxasld coTpynHuk IIpenmpustus
JOMKeH TPUHUMATH YYacTHE B OTOM Ipouecce. JlesTensHOCTh IO OOecHedeHHIo MH(QOpMalnOHHOH
6€30MacHOCTH SBJISETCS COCTAaBHOM YAaCTBIO IIOBCEOHEBHOM mestensHocTH [Ipemnpumarus. M ee
3G eKTUBHOCT 3aBUCHT OT y4acTHs pyKoBozacTBa IIpemmpusarus B obecmedeHur HHGOPMAIUOHHOM
6€30IaCHOCTH MTEPCOHATIBHBIX TaHHBIX.

Kpome Toro, GONBIIMHCTBY (PU3MYECKHUX W TEXHUYECKWX CPENCTB 3aIMUTHI I 3Q(EKTHBHOTO
BBINIOJIHEHUS CBOMX (YHKIMH HeoOXoguma IIOCTOSIHHAs OpraHM3allMOHHAas (aJMUHMCTpaTHBHAA)
moanep)kka (CBOeBpEMEHHAs CMeHa W 00ecreueHHe IPaBHJIBHOTO XPAHEHHS M IIPUMEHEHMS HMEH,
naponeii, mepeonpenenenyue nonHoMouni u T.0.). IlepephbiBEl B paboTe CPeACTB 3aIUUTHI MOIYT OBITH
HCIIOJIb30BaHbl 3JIOYMBIIICHHUKAMHY - [UTS aHAN3a IPUMEHSIEMBIX METOJOB M CPEACTB 3allMTEI, IS
BHEAPEHUS CIENMATBHBIX MPOTPAMMHBIX ¥ amlapaTHBIX "3akiIagoK" M APYTHX CPEIACTB IIPEOAOJIEHUS
3aIIHTHL.

4.5. CBOEBpEMEHHOCTH

[IpenmonaraeT yIpe)KHAIOIIM XapakTep Mep obecrnedeHus Oe30IacHOCTH IIEPCOHANBHBIX
ITaHHBIX, TO €CTh IIOCTAHOBKY 3a/1ay IT0 KOMIUIEKCHO# 3aIllUTe IIEPCOHATBHBIX JaHHBIX U PEaTU3alHI0 Mep
obecrieuenns: 6€30MaCHOCTH EPCOHANBHBIX JAHHBIX HA PAHHUX CTAAUSIX pa3paboTKu MHGOPMAIUOHHBIX
CHCTEM B IIEJIOM U MX CHCTEM 3alUTHI, B YaCTHOCTH.

Pa3pa6oTka cucTeMbl 3aIIUTHI TODKHA BECTHCH IAPAIUIENBHO ¢ pa3paboTKON U pasBUTHEM caMoi
3allUIaeMol MHQOpPMAIIMOHHOM CHCTEMBL. ODTO IMO3BOJMT YYeCTh TpeOoBaHUs Oe30II1aCHOCTH ITPH



IIPOEKTHPOBAHUN APXUTEKTYPHI M, B KOHEYHOM cueTe, co3naTh Oonee addeKTHBHBIE (KaK IO 3aTparam
PECYpPCOB, Tak U IO CTOUKOCTH) CHCTEMBI, 00JIaJaloIIHe JOCTATOYHEIM YPOBHEM 3alMIIICHHOCTH.

4.6. IIpeeMCTBEHHOCTH U COBEPIICHCTBOBAHHE

IIpenmosaraer MOCTOSIHHOE COBEPUICHCTBOBAHUE MEP U CPEJICTB 3alIUTHI IEPCOHANBHEIX JaHHBIX
Ha OCHOBE IIPEEMCTBEHHOCTH OPraHM3alMOHHBIX ¥ TEXHUYECKHX PEeUICHHH, KaJIpOBOro COCTaBa, aHaIH3a
GYHKIMOHMPOBAHKUS HHGOPMAIIMOHHBIX CHCTeM IIpeAnpHaTHS M CHCTEMBI €€ 3alllUThl C y4IeTOM
U3MEHEHMII B METOIaX M CPEeICTBAax Iepexsara MHGOPMAIM, HOPMATHBHBIX TpeOOBaHHUM IO 3alIUTE,
JOCTUTHYTOTO OTEYECTBEHHOTO 1 3apyOesHOr0 OIMBITA B 9TOH 00IaCTH.

4.7.  Pasymuas IOCTATOYHOCTH (IKOHOMUYECKAS [1€JIECO0OPa3HOCTE)

IIpenmonaraer COOTBETCTBHE YPOBHsS 3aTpaT Ha obecnedeHHe O€30IaCHOCTH IEPCOHATBHBIX
JIAHHBIX IIEHHOCTH MH(OPMAIMOHHEIX PECYPCOB M BEJTHYMHE BO3MOXKHOTO ymiep6a OT UX pasrialleHus,
YTpaThl, YTEUKH, YHHYTOXKEHHS M HCKakeHWs. VCIonp3yeMble MepHl H CpeicTBa OOecredeHus
6e30macHOCTH MHGOPMALMOHHBIX PECYpPCOB HE MJO/DKHBI 3aMETHO yXyIIIare JProOHOMMYECKHe
moKasaTeqd paboOThl KOMIIOHEHTOB HHGOPMAIMOHHBIX cHcTeM I[lpemmpusarus. MsmuimHue Mepbl
0€30MacHOCTH, IIOMHMO 3KOHOMEUYECKOH Hed(PEeKTHBHOCTH, IPUBOAAT K YTOMJIEHHIO U pasApaKCHUIO
IepcoHaa.

Co3nath abCONIOTHO HEMPEONOIMMYIO CHCTEMY 3allWThl MPHHIUIHANBHO HEBO3MOXHO. Iloka
TIepCOHANbHBIE JIAHHBIE HAXOIATCS B OOpAIeHWH, IPHHAMAEMBIE MEPHl MOTYT TOJBKO CHHBHUTDH
BEPOATHOCTh HETaTHBHBIX BO3AEMCTBHH miy ymep® OT HMX, HO He MCKIIOYATh MX MONHOCTHIO. IIpu
JOCTATOYHOM KOJIMYECTBE BPEMEHH M CPEICTB BO3MOXKHO IIPEOOJIeTh roOyro 3amury. [losTomy umeer
CMBICT  paccMaTpMBaTh  HEKOTOPbI = IpHEMIeMBIA  ypoBeHb  obecmedeHHs  (€30MACHOCTH.
Bricokos()peKTUBHAs CHCTEMA 3alUTHI CTOMT JOPOTO, UCIOJB3YeT IIpH paboTe CYIIECTBEHHYIO YacTh
pECYpcOB H MOJMET CO3[1aBaTh OLIYTHMBIC IOMOIHHTENBHBIE HEyJ0OCTBa IONB30BATENAM. BaxHO
NpaBUIBHO BBIOPATh TOT IOCTATOYHBIM YpPOBEHb 3aIUUTHI, IIPU KOTOPOM 3aTpaThl, PUCK U pa3Mep
BO3MOJKHOTO yIriepOa ObLTH OBI IPHEMIIEMBIMH.

4.8. llepcoHanpHas OTBETCTBEHHOCTH

[IpenmosnaraeT BO3JOYKEHHE OTBETCTBEHHOCTH 3a obecrmedeHHe O€30MacHOCTH MEPCOHATBHBIX
JaHHBIX M CHCTEMBI MX O0OpabOTKM Ha KaXIOro COTPYOHHKa B Ipefelax ero moaHomouui. B
COOTBETCTBHMH C 3TUM IIPUHIIAIIOM pacIpelesieHue paB u 00SA3aHHOCTEH COTPYIHUKOB CTPOUTCS TAKAM
06pa3oM, YTOOLI B CiIydyae JIO60ro HapyIUeHUs KpYr BUHOBHHMKOB OBLI YETKO M3BECTEH HJIM CBEIEH K
MUHUMYMY.

4.9, MuauMH3anys IoJTHOMOYMH

OsHayaeT MPefoCTaB/IEHHUE IMOJIb30BATENIIM MUHUMAIBHBIX IIPaB JOCTyIla B COOTBETCTBHH CO
ciyeOHOM HeoOXOAUMOCTRI0. J[OCTYI K MEepCOHAIBHBIM JaHHBIM JOJDKEH IIPEJOCTaBIIATECSA TOJIBKO B
TOM Cciaydae W o0beMe, eCli 3TO HEOOXOMUMO COTPYIHHKY [N BBIOMHEHHS €ro NOJDKHOCTHBIX
00s13aHHOCTEIA.

4.10. Hckmrouenue KoHGINKTA HHTEPECOB (pa3aeneHue QyHKIiT)

DddexTrBHas cucTeMa obecreueHHs HHPOpPMaLHMOHHON O€30MacHOCTH NPETIoNaracT YeTKOoe
paszeneHye OOS3aHHOCTEHW COTPYIOHHKOB M HCKIIOYEHWE CHTyanui, Korja cdepa OTBETCTBEHHOCTH
COTPYIHHMKOB JIOomyckaeT KOH(IUKT wuHTepecoB. Cdepsl NOTEHUMANBHBIX KOH(IMKTOB MOKHEI
BBIIBJIATECS, MUHAMU3HPOBATHCS, W HAXOMUTCS IIOJ CTPOTHM HE3aBHCHMBIM KOHTpoJjeM. Peammsarus
JaHHOTO TPMHUMIA IIPEIINOJAraeT, 4T0 HE OJMH COTPYAHHK He [ODKEH HMMETh IONHOMOYHH,
NO3BOJIIOIUX €MY EIWHOJMYHO OCYIIECTBIIATEH - BBIIOJHEHWE KPHUTHYHBIX -omepanuit. Hanmemenwue
COTPYIHUKOB IIOJIHOMOYMSAMHM, IOPOXXIAIOIUMM KOH(DIMKT HHTEPECOB, HAeT €My BO3MOXKHOCTb
TMOATACOBBIBATE MH(MOPMALMIO B KOPBICTHBIX  LENSX MIH C TeM, YTOObI CKPBITH IIPOONEMBI I
IIOHECEHHBIE YOBITKH. [l CHIDKEHHS PHCKAa MaHUITYJIMPOBAHHUS MEPCOHATBHBIMH ITaHHBIMH W PHCKA
XUIIEHAS, TaKKE TOJHOMOYHS TOJDKHBI B MaKCHMAIBHO BO3MOXHOH CTEIeHH OBITH pasIeieHB MY
Pa3IMYHbIMM  COTPYAHMKAMH MM HofpasfeneHusMmu llpexnpustus.  HeoGXogmmo NpoOBOIMTH



[EPUOANYECKHE IIPOBEPKH OOSM3aHHOCTEH, (QYHKIWH M AEATEIBHOCTH COTPYIHMKOB, BBIIOJIHSIOIINX
KJTFOUEBbIe (YHKIIMHU, C TEM, YTOOBI OHM HE UMEIH BO3MOXXHOCTH CKPBIBATh COBEPIIICHUE HEIIPABOMEPHBIX
nevictuii. Kpome Toro, He06X0AUMO IPUHUMATD CIENMATIBHEIE MEPHI 110 HENOMYIIEHUIO CTOBOPa MEXIY
COTPYIHUKAMH. "

4.11. BzaumonelcTBHE U COTPYAHUYECTBO .

IIpeamonaraer co3gaHue GarompusTHOM atMocheps! B KoiiekTuse Ilpeampustus. B raxoi
06CTaHOBKE COTPYIHMKH MODKHBI OCO3HAHHO COOJIONATH A YCTAHOBICHHBIE IIpaBHUIa U OKa3bIBaTh
COJIEHCTBYE AEATENHLHOCTH OTBETCTBEHHBIM 38 OpraHu3alio 00paboTKY IEPCOHANBHBIX JAHHBIX.

BaxxHeM 31eMeHTOM 3 HeKTUBHOI crcTeMBbl 00ecriedeH s 6€30MaCHOCTH IIEPCOHATBHBIX JaHHBIX
B IlpennpusaTuu sBjseTcs BBICOKas KynbTypa paboTel ¢ mH(opmamueit. Pykosomcto Ilpexnpusitus
HECeT OTBETCTBEHHOCTh 33 CTPOroe COOJIIONEHHE STHYECKHX HOPM H CTaHIAapTOB NPOQeCcCHOHAIBHON
HeATENbHOCTH, TOMYEPKUBAIOUIEH U AEMOHCTPHPYIONIEH IepcoHaly Ha BCEX YPOBHAX BaXXHOCTb
obecreuenns HHPOPMALMOHHON GesomacHocTy IIpennpustus. Bee coTpymuuky [IpenpusTis JOIKHED
IOHMMATh CBOIO POJIb B Ipollecce obecreueHus HHHOPMAIMOHHON 6€30I1aCHOCTH U IPUHUMATH y4acTHe
B 9TOM mpomecce. HecMOTps Ha TO, 9TO BBICOKas KyldbTypa obecredeHHs HH(OPMAIMOHHOH
6e30macHOCTH He IapaHTHPYeT aBTOMAaTHYECKOrO IOCTIIKEHUS IIelei, ee OTCYTCTBHE cO3JaeT Goibiue
BO3MOSKHOCTEH 171 HapyIIeHHs O€30IIaCHOCTH WK He 0OHapy)KeHUs HaKTOB €¢ HAPyLICHHU.

4.12. TubKOCTEL CHCTEMBEI 3aIIIUTHI

Cucrema obecniedenus HHEPOPMAIMOHHOH 6e30IIaCHOCTH NOJIKHA GBITH CIIOCOOHA pearnpoBaTh Ha
M3MeHEHMs BHEIHEN Cpebl ¥ YCJIOBHM ocyuiecTBIeHus [IpeanpusTueM cBoeH AedTenbHOCTH. B umcio
TaKUX U3MEHEHUH BXOJSAT:

M3MEHEHUs OpPTaHU3alMOHHON U INTaTHON CTPYKTYpHI IIpennpusatus,

e U3MEHEHHE CYMICCTBYIOIIUX HIA BHEAPCHUE IPUHIUIINAIIBHO HOBBIX I/IH(I)OpMaIII/IOHHLIX CHUCTEM,
= HOBBIC TCXHHYCCKHUE CPCHACTBA.

CBOMCTBO THOKOCTH CHCTEMEI obecreueHust HHPOpManuoHHOH 6e301acHOCTH H30aBIIAET B TAKUX
CHUTyalUsIX OT HEOOXOIUMOCTH NPUHSITHS KapJAHHAIBHBEIX Mep IO IOJHOH 3aMeHE CPEICTB U METOJOB
3aIUTHI HA HOBBIE, YTO CHM)KAET ee OOILYI0 CTOUMOCTb.

4.13. OTKpPBITOCTH AJITOPHUTMOB U MEXAHU3MOB 3aILUTHI

CyTh MPUHITAIIA OTKPHITOCTH AJITOPHTMOB ¥ MEXAHHU3MOB 3alUTEl COCTOMT B TOM, YTO 3allHTa He
JO/KHA 00ecmeunBaThCs TOJBKO 3a CYET CEKPETHOCTH CTPYKTYPHOH OpraHM3allid ¥ alrOpUTMOB
(GYHKIIMOHMPOBAHHS ee MOACHCTeM. 3HAHHE AITOPHTMOB PabOTHI CHCTEMbI 3aIUTHl He JIOJDKHO JaBaTh
BO3MOXKHOCTH €€ IIPeofoJieHus (maxe aBTopaMm). ODTO, OJHAKO, HE O3HA4aeT, 4To HHpopmaius o6
HCIIONIB3YEMEIX CHCTEMAaX M MEXaHHU3MaX 3aliThl JOJDKHA OBITH 00INEI0CTYIIHA.

4.14. TlpocToTa mMpUMEHEHUS CPEACTB 3aALUUTE

MexaHu3MBL | METOIbI 3alllUTEI JOJIXKHBI ORITH HHTYUTUBHO IIOHATHBEI H TIIPOCTBI E
HCIIOJIE3OBaHHUH. HpHMCHGHI/Ie CPpEOCTB W MECTOHOB 3alllUTHI HE IDOJIXKHO OBITH CBSI3aHO CO 3HAHUEM
CIIENUATBHEIX S3LIKOB MJIM C BBIIOJIHEHHEM IOEHCTBUH, TpGGYIOIIII/IX 3HAYUTCIIPHBIX OOITOJTHHUTCIIBHBIX
TpyHao3aTrpar IIpu 00BIYHOH pa60T € 3apETUCTPUPOBAHHBIX HOHBSOBaTeﬂﬁﬁ, a TaKXXe HE JOJIXKHO Tp660BaTE
OT MMOJIE30BATENA BBIIIOJTHECHUA PYTUHHEIX MAJIOIIOHATHBIX EMY onepaum‘/'x.

4.15. OOOCHOBaHHOCTB M TEXHUYECKAS PEANU3YyEMOCTh

VudopMannoHHbIE TEXHOJOIMH, TEXHUYECKHE W IIPOTPAMMHBIE CPEICTBA, CPEICTBA U MEPH!
3aIIUTHI TEPCOHANBHBIX JAHHBIX JOJIKHBI OBITh PEalH30BAHEI HA COBPEMEHHOM YPOBHE PasBUTHS HAYKY
¥ TEXHUKH, 0OOCHOBAHEI C TOUKM 3PEHUS JOCTH)XCHHS 3aJaHHOTO YPOBHS (e30macHOCTH MHMOPMAIIHY ¥
SKOHOMHYECKOH 11e1eco00pa3HOCTH, a TakKe IODKHBEI COOTBETCTBOBATH YCTAHOBJIECHHBIM HopMaM ¥
TpeOOBaHUAM IO 6E30MACHOCTH IEPCOHATBHBIX JAHHBIX.



4.16. Cneunamuzanus u IpodheCCHOHATH3M

[Tpenmonaraet mpuBiieueHne K pa3paboTke CPEeACTB M peallu3alldd Mep 3allUThl IEePCOHANBHBIX
JIAHHBIX CIICIHATU3UPOBAHHBIX OpraHu3aunuii, Haubolee IOATOTOBIEHHBIX K KOHKPETHOMY BHAIY
JESTENBHOCTH 110 OBECIEUEHHI0 Ge30MacHOCTH HMH(OPMAIMOHHBIX PECYpCOB, HMMEIOIIMX OIBIT
IPaKTAYECKOH paboTHl M TOCYNapCTBEHHYIO JIMIEH3HMIO Ha IIPaBO OKAa3aHHsA YCIYT B 3TOH 0OJacTH.
Peanuzanus agMHHHCTPAaTUBHBIX MEp M O3KCIUTyaTallMs CPEICTB 3aIUUTHI JNO/DKHA OCYIIECTBIATHCS
npo(EecCHOHANBHO  MOATOTOBJIECHHBIMH  CIeNHanucTaMu  IIpemmpusrus — (OTBETCTBEHHBIMM 32
oprau3aiuio 06paboTKH NepCOHATBHBIX JaHHBIX). ‘

4.17. O06s3aTeNbHOCTH KOHTPOJISL

HpennonaraeT 00s13aTeNTbHOCTh | CBOCBPEMEHHOCTh BBIIBJICHHSA U MPECCUCHHUSA IIOIIBITOK
HapyImeHWsd YCTAaHOBJICHHBIX ITPaBHII, obecrneyeHuss 0€30MaCHOCTH IEPCOHAIBHBIX OAHHBIX, HA OCHOBC
HCIIOJIB3YEMBIX CUCTEM U CPEACTB 3aAILUTHI IICPCOHABHBIX MaHHBIX, IIPH COBEPIIICHCTBOBAHNH KPUTEPUEB
U METOOOB OLICHKH B(b(i)eKTI/IBHOCTI/I OTHX CHCTEM H CPCACTB.

KOHTpOHB 3a JCATCIBHOCTBIO 100010 [I0JIB30BATEIIS, KAXI0r0 CPEeACTBa 3alUTHI U B OTHOIICHUH
mr000ro 00BeKTa 3alIUTHl JTOKEH OCYHIECTBIATECA Ha OCHOBE IIPUMEHEHHUS CPEACTB OIEPATHBHOIO
KOHTpPOJIA M  PErucTpallii W OOJDKEH  OXBaTbIBaThb  Kak HCCaHKIIMOHUPOBAHHEBIE, TaK U
CaHKIITMOHHPOBAHHELIC JIIeMCTBHS ITOJIB30BATEINECH.

Kpome Toro, sddexTuBHas cucTeMa obecledeHHs HHOOPMaIHOHHON Ge30macHOCTH TpebyeTr
HaJIM4Hs afeKBaTHOM M BCeoObeMITIONEH HHGOPMAIK O TEKYIIEeM COCTOSHHHM IIPOIIECCOB, CBA3AHHBIX C
IBUWKEHMEM WH(DOPMALMM U CBEACHHN O COONIONEHMM YCTAaHOBJIEHHBIX HOPMATMBHBIX TpeOoBaHUH, a
TaK)Xe JONOJHUTENbHON WH(GOpPMALUK, MMEIOel OTHOIIEHNE K HPHUHATHIO DEIICHHH. I/IH(bopMauHﬂ
JOJDKHA GBITH HafIeXKHOH, CBOEBPEMEHHOM, IOCTYIHOH U IPaBUIBHO 0)OPMIICHHOM.

Hemoctatku  cuctemsl  obecmeuennss  MHGOPMAIMOHHOW ~ 0€30I1aCHOCTH,  BBIABJICHHBIC
coTpynHukamu IIpenmpusTvs MODKHBI HEMENIEHHO JOBOIMTHCA JO CBENCHUS PYKOBOIUTEILT
[IpennpusTs ¥ OIEPATHBHO YCTPaHATHCS. BOIPOCHI, KOTOPHIE KaKYTC HE3HAYUTENBHBIMH, KOIZIa
OT[ENBHBIE MPOLECCH PACCMATPUBAIOTCS H30JIMPOBAHHO, IIPH PACCMOTPEHMH HX Hapsdy C IpYruMu
acreKTaMy MOTYT yKa3aTh Ha OTPUIATENbHbIC TEHICHLIUH, IPO3sIIye IIEpepacTh B KPYMHbIE HEIOCTATKHY,
€CII OHM He OYIYT CBOEBPEMEHHO YCTPAHEHBI.

5. MEPBI, METO/JbI W CPEJACTBA OBECIIEYEHHWS TPEBYEMOI'O YPOBHJA
3AIIUTHI THOOPMAIIMOHHBIX PECYPCOB

5.1.  Mepsl obecneuenus HHHOPMAIMOHHON 6€3011aCHOCTH

Bce Mepbl ofbecmeueHuss OezomacHOCTH  MHGOpPManMOHHBIX  cucreM  llpenmpusatus
HOJPa3AeNIIIOTCs Ha!

- IPaBOBBIE (3aK0H011aTenI;HLIe);

—  MOpPaJIbHO-3THYECKHE;

- TEXHOJIOTHUECKHE;

- OpraHu3alUOHHbIE (AIMUHUCTPATHBHEIE);

- buznyeckue;

- TEXHUYECKHUE (annapaTypHble i [IPOrpaMMHELE).
5.1.1. 3axoHopatenbHbIE (IPABOBBIE) MEPHI 3AIIATHI

K npaBoBEIM MepaM 3alIuTH OTHOCSTCS JNefCTBYIOINHE B CTPaHe 3aKOHEI, YKa3bl H HOPMATHBHBIE
aKTBI, PerIaMeHTHPYIOIINE IpaBiiia 0OpaIleHus ¢ IePCOHAIBHBIME JaHHBIMH, ;3aKPEILIAIONINe IIpaBa U



00SI3aHHOCTH YYaCTHHKOB HH(POPMAIMOHHEIX OTHOLIEHHH B IIpoliecce X 0OpabOTKH U MCIIOIB30BAHUS, &
TaKk)XKe YCTaHaBJIMBAIOLINE OTBETCTBEHHOCTE 33 HapyIIeHUs 3THX IpaBuil. [IpaBoBEIe MEPEI 3ALIMTEI HOCAT
B OCHOBHOM YIIPEXXIAIOUHNHA, Tpo(QUITakTHUeCKUuil XapakTep H TpeOyIOT MOCTOSHHOM DPasbiACHUTEIbHON
paboTBI ¢ TIONIB30BATENSAME M 00CITYKHBAIOIINM IIEpCOHATIOM HH(GOPMalMOHHBIX ciucTeM [Ipeamnpusrus.

5.1.2. MopanbHO-3THYECKHE MEPBI 3AIIUTHI

K MoOpampHO-3THUECKAM MepaM OTHOCSTCS. HOPMBI IOBEIEHHUs, KOTOpble TPaaWIHOHHO
CIOXHIINCh WM CKI4JBIBAIOTCS [0 Mepe pacmpoCTpaHeHHs HH(GOPMAIMOHHBIX TEXHOJIOTHH B
IIpennpusTii. DTH HOPMBI GONBIIEH YACTBIO HE SBISIOTCS OOA3ATENBHBIMH, KaK 3aKOHOATEIBHO
YTBEPXKICHHbIE HOPMATHUBHBIE aKThl, OJHAKO, KX HECOOIIOAEHHME MOXET INPHBECTH K MAJCHUIO
aBTOPHUTETA, IIPECTIKA YeJIoBeKa, Tpynnbl ull win [Tpeanpustus B nenoM. MopaibHO-3THYECKHE HOPMBI
OBIBAIOT KAaK HEMMCAHBIE, TAK U MHCAHBIE, TO €CTh 0GOPMIIEHHBIE B HEKOTOPBIH CBOX (YCTaB) MIPaBUJI UK
Ipefnucanuii. MopanbHO-3THYECKHE MEPhl 3allUThl SBISIOTCS MPO(QUIAKTHYECKAMH M TPeOyrOT
TIOCTOSTHHOM paboThI IO CO3AaHHUIO 3[0POBOI0 MOPAIBHOIO KIMMAaTa B KOJIJIEKTHBE.

5.1.3. Texuonorudeckue Mepsl 3alUTHI

K mamHOMYy BHIY Mep 3aIWThl OTHOCSTCS Pa3HOTO POJa TEXHOJIOTMYECKHME PEINCHUS U MPHUEMBI,
OCHOBAaHHEIE HA MCIIOJIB30BAaHUHM HEKOTOPHIX BHIOB H3OBITOYHOCTH (CTPYKTYPHOH, (QYHKIHOHAIBHOH,
WHPOPMAIIMOHHON, BPEMEHHOM W T.I.) M HAIpaBJICHHBIE HA YMCHBIICHHWE BO3MOMKHOCTH COBEPIICHHS
COTPYAHMKAMHU ONIMOOK U HAPYILIEHUH B paMKaX IPEXOCTaBICHHbIX UM IIPaB U MOJIHOMOYMH.

5.1.4. Opranu3aldOHHEIE (aAMUHUCTPATHBHBIE) MEPHI 3ALUTHI

OpraHu3anioHHble (aIMUHUCTPATHBHBIE) MEPHl 3aIUTBI - 3TO MEPhl OPraHU3alHOHHOTO
XapakTepa, perjiaMeHTUPYIOMINe NPOLeccH (YHKIMOHUPOBAHHS CHCTEMBI O0paOOTKM MEPCOHATBHBIX
JIAHHBIX, UCIIONB30BAHHE €€ PECYPCOB, AEATEIBHOCTH OOCIYXKMBAIOILETO IIEPCOHANA, a TaKXe MOPAITOK
B3aHMOEHCTBH MOJB30BATENEd C CHCTEMOM TakuM o00pa3oM, UYTOOBI B HambOONBINEH CTEIEHH
3aTPYIHUTh WM HCKJIFOUNTH BO3MOXHOCTb pEalIM3alliM yrpo3 Oe30IacHOCTH WM CHHU3UTH pasMep
HOTEPH B CIyYae X Pealn3alu.

52. ®opMupoBaHHE IOIUTUKU 0€30IIaCHOCTH

I'7maBHas 1Uenb aJIMHHHUCTPATHBHBIX Mep, NPEINPUHHUMAEMBIX HA BBHICIIEM YIPaBICHYECKOM
ypoBHE - c(hOpPMHpPOBAaTh TONMTHKY B 00JacTH obecredeHus Ge30MaCHOCTH [EPCOHAIBHBIX NAHHBIX
(OTpaXkarouIyro MOAXOIBI K 3allTe NMEPCOHAIBHBIX JAHHBIX) U OOECIIEYUTh €€ BBHINOIHEHHE, BBIAEISS
HEOOXOIUMEBIE PECYPCHI B KOHTPOJIUPYS COCTOSIHUE JEI.

C mpakTHUecKOM TOYKH 3pEHHs [TOJUTUKY B 00nacTé obecredeHns 6e30MacHOCTH EPCOHANBHBIX
naHHBIX B Ilpemmpusarum menecooOpa3sHO pa3OuTh Ha fABa ypoBHA. K BepXHEMY YPOBHIO OTHOCHTCA
pellenysi PYKOBOJCTBA, 3aTparvBaiolnue AesTensHOCTh [Ipenmpusarus B menoM. IlomuTHka BepxHero
YPOBHS JOJDKHA YETKO OYEPTHUTE chepy BIUSHUS U OTpaHUYEHHs IIPH ONIPeAEICHUH Liellel 6e30MacHOCTH
[IEPCOHAIBHBIX ~ HaHHBIX, ONPENCNTUTh -KaKAMH pecypcaMd  (MaTepHanbHBIE, CTPYKTYpHEIE,
OpraHM3al[OHHbIE) OHM OYIYT MOCTUTHYTHI, U HAWTH pasyMHBIH KOMIIPOMHCC MEXIY INPHEMIIEMEIM
ypOoBHEeM 0€30macHOCTH B (QYHKIMOHATBHOCTBIO.

[TonuTrKa HUXKHETO YPOBHS, OMpPENENseT NPOLEAyphl, U MpaBuiia JOCTKEHUS IeNie U peleHus
3aqa4 0€30IIaCHOCTH NIEPCOHATIBHBIX JaHHBIX U IE€TATU3UPYET (PETIaMeHTUPYET) 3TH IIPaBUIIa:

= KaKOBBI DPOJIA H 00SI3aHHOCTH JTOJDKHOCTHBIX JIiaI, OTBCYHAIOIMHUC 3a IIPOBCACHUC IIOJIUTUKU
6e30macHOCTH IIEPCOHAIBHBIX TAaHHBIX, .

- KTO HMEET IIpaBa JOoCTyIla K IePCOHANBHBIM JaHHBIM, KTO U IIPU KaKUX YCJIOBUSIX MOXKET YATATD W
MoIU(QUIHPOBATH NEPCOHATBHbIE JAHHBIE U T.[.

[ToNUTHKa HUKHENO YPOBHS JOJDKHA:



- IpeqycMaTpUBaTh pErjaMeHT HH(QOPMAIMOHHBIX OTHOLICHWH, HCKIOYAIOIINX BO3MOXHOCTH
IIPOM3BOJIBHEIX, MOHOTIOJIBHEIX MM HECAHKI[OHUPOBAHHBIX N€HCTBUH B OTHOINEHHH MH()OPMAIIMOHHBIX
pecypcoB;

= OIpeaeNsiTh KOWIMIHMOHHBIC M HEPAPXHUYCCKUE IPUHIMUIBI U METOABI pa3fnciICHHs CEKPETOB U
pasrpaHU4YCHUS JOCTyIIa K IEPCOHAIBHBIM NJaHHBIM,

- BEIOMpATh [POTPAMMHO-TEXHUYECKHe (ammaparHble) cpenctBa mnpotusogpedicteus HCI,
ayTeHTH(UKALNY, AaBTOPU3AINY, HICHTU(UKAMYE ¥ JPYTHX 3alIMTHEIX MEXaHM3MOB, 00€CIIEUNBAIOIIIX
rapaHTHH PeaM3alliy IPaB U OTBETCTBEHHOCTH CYOBEKTOB HHOOPMAIIOHHBIX OTHOIIEHUH.

5.3.  PernmamenTanus goctyna B IOMELIEHUS

KoMIoHeHTh! MHPOPMALHOHHBIX CHCTeM lIpeanpusaTus JODKHBI pa3sMEINAaThCs B MOMEIICHHSX,
HAXONAIMXCA MOJ OXPaHOH WM HabIIoJeHHeM, HCKIIOYAIOIM BO3MOXKHOCTE OECKOHTPOJBHOTO
IPOHUKHOBEHHS B TOMEINEHHMS IIOCTOPOHHMX JHUIl M OOECTeYNBAIOLIEM (QU3HIECKYI0 COXPAHHOCTH
HaXOSIIIUXCS B IIOMELICHHMH 3alIMIIAEMBIX pecypcoB (moxymentoB, APM u T.m.). Y6opka Takux
IIOMEIIEHUH [TO/DKHA MPOM3BOAUTECS B IIPUCYTCTBHM OTBETCTBEHHOIO COTPYMHHMKA, 328 KOTOPBIM
3aKpeIUIeHbl JaHHbIe KOMIIOHEHTBI, C COOMIONEHHEM MeED, HCKITIOYAIOIAX JIOCTYI [OCTOPOHHAX JIHI K
3aIUIIaeMbIM HHPOPMAIOHHBIM PeCypcaMm.

Bo Bpems 00paGOTKH NMEPCOHATBHBIX JAHHBIX B TaKHX MOMEIICHHUSX NOJDKCH IPUCYTCTBOBATH
TONBKO MEPCOHAN, OONMYIIEHHBIH K paboTe ¢ IEpCOHANBPHBIMM JaHHBIMH. 3ampemacTcs IpUeM
MOCETUTENIEN B IOMEINEHMSIX, KOT1a OCYIIECTBIIIETCS 00paboTKa IEPCOHANBHBIX JaHHBIX.

Ilo okxoHYaHHH pa6oqero OHsg, TI[IOMEIEHMHsI, B KOTOPBIX pPasMEIaroTCI KOMIIOHCHTBI
HHd)OpMaI_II/IOHHBIX CUCTEM Hpeunpnﬂmﬂ, JOJIKHBI 3alTAPaThbCs Ha KIIFOU.

B cjiyqya€ OCHaIICHUSA IIOMEIICHU N CpeacTBamMu OXpElHHOI’I CUrHajiu3anuy, a TaKXe
aBTOMaTPIBI/IpOBaHHOfI CHCTEMOH pueMa 1 pEerucTpaluy CUTHAJIOB OT 3THUX CPEICTB, IPHEM-CAada TaKHX
MIOMEIIIECHUH o1 OXpaHy OCYLIECCTBJIACTCA Ha OCHOBaHUM CIIENUATIBHO pa3pa6aTI>1BaeMoﬁ HHCTPYKIHHA.

5.4.  PernmamenTanus Homycka COTPYZHMKOB K HCIIOJIb30BaHMIO HH(POPMAIMOHHBIX PECYPCOB

B pamkax pasperutensHoOR cucTeMb! (MATPHLBI) JOCTYIA YCTAHABIMBAETCA: KTO, KOMY, Kaxylo
WHGOPMALIUIO U [T KAKOTO BUAA JOCTYIIAa MOXKET IIPENOCTaBUTh M IIPH KaKUX YCIOBUAX.

Jlomyck Iomb30Batesel k pabore ¢ MHGOPMAIMOHHBIME cucTeMaMu [IpeanpuaTus u JOCTYII K ee
pecypcaM IOJDKEH OBITH CTPOTO periamMeHTHpoBaH. JIoOble HM3MEHEHHs COCTaBa M IOJHOMOYHHA
T0JI630BaTENEH [TOJCHCTEM MOKHBI IPOU3BOIUTHCS YCTAHOBICHHBIM ITOPSIKOM.

VpoBeHb IIOJHOMOYHM KaKIOTO IOJIB30BaTes ONpEeNeNnsieTcs HHIUBUAYaTbHO, COOmoxas
ClleyIoIIre TpeOOBaHHUS:

- KaKIBIH COTPYOHMK IOJB3YETCS TOJBKO NPENNHCAHHBIMH €My IpaBaMU II0 OTHOLIEHHIO K
[IEPCOHATBHBIM TaHHBIM, C KOTOPBIMH €My HeoOxomuMa paboTa B COOTBETCTBHU C JOJDKHOCTHBIMHU
00s3aHHOCTSIMM. PacIMpeHHe TMpaB JOCTya U IPEfOCTaBIEHHE HOCTyNa K JOIOJIHUTEILHBIM
UH(OOPMAIHOHHBIX pecypcaM, B. 00S3aTEIFHOM IOPSIKE, JOJDKHO COIVIACOBBIBATHCS C OTBETCTBEHHBIMHU
3a OpraHu3aIuio 00paboTKU MepCOHATBHBIX JaHHBIX; ‘

- pyKoBOAMTENb I[IpennpusaTHs MMEeT IpaBa Ha IPOCMOTP HMHGOpPMALMH CBOHX IOAYMHEHHBIX
TOJIBKO B YCTaHOBJICHHBIX IIPeJieIaX B COOTBETCTBUY CO CBOMMH JOJDKHOCTHBIME 00S3aHHOCTSAMH.

Bce cotpymuuky [IpeanpusaTus ¥ 06CITyKABAIOIME MEPCOHAN, JODKHBI HECTH MEPCOHAIBHYIO
OTBETCTBEHHOCTD 32 HAPYIICHUS YCTAHOBJIEHHOTO MOPSAKA 00pabOTKH MEPCOHAIBHBIX JAHHBIX, IPABHII
XpaHEHHUs, MCIIONb30BAHMS M Tepefaddl HAXOMAIINXCA B WX pACHOPSIKEHHM 3aIMIIAEMBIX PECYPCOB
cucteMsl. “Kaxnaeli coTpymHuk (Ipu Tpueme Ha paboTy) IOOIDKEH IOANUCHIBATH O00S3aTENBCTBO O
COOMIONEHHY M OTBETCTBEHHOCTH 3a HapylIeHHE YCTAaHOBJIEHHBIX TpeOOBaHMH 10 COXpaHEHHIO
TIePCOHATBHBIX NaHHBIX [IpeanpusTus.



O6paboTKa IepPCOHATBHBIX JAHHBIX B KOMIIOHEHTaX MHGOPMAaIMOHHBIX cucTeM Ilpenmpusartus
IOJIKHA IPOU3BOIUTHCSA B COOTBETCTBHY C YTBEP)KACHHBIMH TEXHOJIOTHYECKAMU UHCTPYKIIUSAMHU.

5.5. Permamenraumus IpOIECCOB OOCIY)KMBAHUS X OCYIIECTBICHHS MONUGHKAIMH AalIapaTHBIX |
IPOTPaMMHBIX PECYPCOB '

B ueisx IONEpXKAHHS PEeXHMAa HHMDOPMAIMOHHON GEe30MacHOCTH AIapaTHO-IPOrpaMMHas
KOH(HUIypaIys aBTOMAaTH3UPOBAHHBIX pabOYuX MECT COTPYRHHKOB IIpeAnpHsaTHs, ¢ KOTOPEIX BO3MOKEH
JOCTYNl K pecypcaM HHGOPMAIMOHHOM CHCTEMBI, JO/DKHA COOTBETCTBOBATH KPYry BO3JIOXKEHHBIX Ha
JaHHBIX M0JIb30BaTeNed (yHKIIMOHAIBHBIX 0053aHHOCTEH. '

B kommoHeHTax HWH(POPMAIMOHHOM CHCTEMBI W Ha pabodyMX MECTax MOJb30BaTeNed TOJDKHBI
YCTAHABJIUBATHCS ¥ UCIIOIB30BAThCS JIUIIEH3UOHHBIE IIPOrPaMMHBIE CPEICTBA.

5.6. OfecreueHre ¥ KOHTPOJNH  (PU3UYECKOH IENTOCTHOCTH (HEM3MEHHOCTH KOH(HIypaIuu)
anmapaTHBIX PECYPCOB

OGopynoBanne WHOOPMAMOHHOM CHCTEMBI, HCIONB3YEMOE [UI JOCTYyIlAa M XPaHEHUS
IIEPCOHANBHBIX JaHHBIX, K KOTOPOMY HOCTYII 0OCITY>KHBAIOLIET0 IIEPCOHANA B IIPOIIECCE IKCILTyaTalluy He
TpebyeTcs, MOCTe HATANOYHBIX, PEMOHTHBIX M MHBIX PaG0T, CBS3aHHBIX C JIOCTYIIOM K €r0 KOMIIOHEHTaM
IOJDKHO 38KPBIBATECS. ' '

5.7. Tloxbop u mMOAroTOBKA MepcoHaia, 00yueHHe I0Ib30BaTeIIeH

[Tonp3oBareny WHOOPMALMOHHBIX CHCTeM lIpeAnpuaTus, a TaKKe pPYKOBOIAIIUA U
OOCITYKUBAIOMIUM TEPCOHAT JOJDKHBI ObITH O3HAKOMIJIEHBI CO CBOHMM YPOBHEM IIOJHOMOYHIM, a TaKxke
OpraHU3aIlMOHHO-PACTIOPSAUTEIIBHOM, HOpPMAaTHBHOH,  TEXHMYECKOH u 9KCIUTyaTallMOHHON
NIOKyMEHTAIMeR, ompeneNsiomel TpeOoBaHUS M MHOPSOOK 00pabOTKM MEPCOHAIBHBIX [AHHBIX B
[Ipennpusrun. '

O6ecredeHre 0e30MaCHOCTH IIepPCOHATBHBIX JAaHHBIX BO3MOXKHO TONBKO I[OCHIE BBIPAOOTKH Y
TIOJIL30BATEINIEH OIPeIeICHHON KYIbTypEl paboThl, T.€. HOPM, 00S3aTeNbHBIX I HCIIOJHEHUS BCEMH, KTO
paboraer ¢ wuHbOpManMOHHBEIMH pecypcamu [Ipemnpmarus. K TakuM HOpMaM MOXHO OTHECTH
3aTpeleHye MIOOBIX YMBIIIEHHEIX MM HEYMBIIUIEHHBIX AeMCTBHUM, KOTOPHIE HapyIaloT HOPMaTbHYO
paboTy KOMIIOHEHTOB HH()OPMAIIMOHHEBIX CUCTEM lIpennpusThs, BBI3BIBAIOT HOIOIHUTENBHBIE 3aTPATHI
PECYPCOB, HAPYIIAIOT [EIOCTHOCTh XpaHUMOM U o6pabaThiBaeMOlt MH(GOpPMAIUK, HAPYIIAIOT MHTEPECH
3aKOHHBIX I10JIb30BATENIEH, BIIaIENIBIIEB WIIX COOCTBEHHUKOB. "

Bce monbs3oBaTend HHOOPMALMOHHBIXK CHCTeM [IpennmpusaTHs MODKHBI OBITH O3HAKOMIIEHBEI C
OPTaHM3aIMOHHO - PACITOPSIUTEIBHBIMA JOKYMEHTaMH 110 OOecTiedeHHI0 6e30IaCHOCTH IEPCOHABHBIX
naHHBIX [lpennpusTus, B 4YacTH, UX Kacaromeics, NOJDKHBI 3HATh M HEYKOCHHUTEIBHO BBIMOJHSTEH
UHCTPYKIHAN W 3HATH OOINMEe OOS3aHHOCTH TO OOecrnedeHHI0 Oe30IaCHOCTH NEPCOHANLHBIX JaHHBIX.
JoBenenue TpeOOBAHMM yKa3aHHBIX HOKYMEHTOB [0 JIMI, JOIYINEHHBIX K 00paoTKe 3allHINacMbIX
MIEPCOHATBHBIX JAHHBIX, JIOJDKHO OCYIIECTBISTECS IO, POCIIHUCE.

5.8.  OTBETCTBEHHOCTh 3a HApyLIEHWsS YCTAHOBJEHHOrO MOPSIKA IIOJNB30BAHHUS pecypcaMu
nHGbOpPMaLMOHHBIX cucTeM [Ipennpustus ’

Mepa OTBETCTBEHHOCTH IIEPCOHANA, 33 IEHCTBHS, COBEIICHHEIE B HApYIICHHE yCTAHOBJICHHBIX
npaBui obecreueHus Oe3omacHOM paboThl ¢ NEPCOHAIBHBIMM JAHHBIMH, JOJDKHA OIPENEIATHCS
HAaHECEHHBIM yIepOoM, HaJM4HeM 3JI0T0 YMBICIA U APYTUMH (aKTopaMH II0 YCMOTPEHHIO PyKOBOJICTBA
IIpenmpusrus. ' '

Jins peanu3aunyl MPHHIKIA TEPCOHAIBHON OTBETCTBEHHOCTH IOJIB30BATENEN 32 CBOM IEHCTBHS
HEOOXOIUMBEL: ‘

- WHIUBMIyalbHas MIACHTH(UKAIMSA MOJIb30BaTENed W HHUIMHPOBAHHBIX MMM IIPOIECCOB, T.€.
ycTaHoBleHUE 32 HUMH uaeHTH(duKkaropa (login, Username), Ha 6a3e KOTOporo 6yaeT OCYIIEeCTBIATLCS
pasrpaHHyYeHHe JOCTyNa B COOTBETCTBUY C IPHHIUIIOM 000CHOBAHHOCTH JOCTYIIA;



- IIpOBEpKa MOJIMHHOCTH MOJIb30BaTeNel (ayTeHTH(UKanusa) Ha OCHOBE NapoJIeH;
= pEaKIys Ha MOMBITKA HeCAHKIIMOHUPOBAHHOTO OCTYIa (CUTHANM3anus, OIIOKUPOBKa U T.11.).
5.9. Cpencrsa obecneueHus 6€30MaCHOCTH NEPCOHANBHBIX JaHHBIX

s obecnieuenust uHGOpMannoHHOH Oe3zomacHocTH IIpeqnpHATHS UCHIONB3YIOTCS CIEIYOIne
CpENCTBa 3aIlUTHI:

- (busnueckue cpecTBa;

- TEeXHHYECKUE CPE/ICTBA,;

- CpencTBa HAECHTH(UKAIUNY U ayTeHTH(HHUKAIMY TT0IB30BaTeIeH;

- CpeICTBa pasrpaHUYeHus JOCTYIa;

- cpencTBa 0becreyeHusT ¥ KOHTPOJIS [EJIOCTHOCTH;

- CpeIcTBa OMEPaTHBHOTO KOHTPOJIS U PETUCTPALIMY COOBITHH 6€30I1aCHOCTH.

Cpencrsa 3alldThl JOJDKHBI NPUMEHSTBCS KO BCEM pecypcaMm HMH()OPMAILMOHHBIX CHCTEM
[TpeanpusTHs, HE3aBUCHMO OT UX BHZA U (OPMBI IPEICTaBICHHS HHPOPMAIUY B HHX.

5.9.1. ®usnyeckue CpelCcTBA 3aLUTH

dusnueckue MEpPBl 3allMTBl OCHOBAaHBI Ha TMPUMEHEHHWH pPa3sHOro poJa MCEXaHM4YCCKHX,
SJIEKTPOHHBIX Hin SJIEKTPOHHO-MCXaHMICCKHUX yCTpOf/'ICTB u COOpy)I(CHPIfI, crenuallbHO
NPpEeOHA3HAYCHHBIX IJI CO3JaHUs (bPIBI/I‘IeCKI/IX IIpeHSITCTBI/Iﬁ Ha BO3MOJXHBIX IIYTAX IIPOHHUKHOBCHHUS H
JoCTyna IIOTCHIIMAJIBHBIX HapyIHHTeHCﬁ K KOMIIOHEHTaM CHCTE€MBI M 3allHINacMbIM NEPCOHAIIBHBIM
JaHHBIM, a TaKXXEe TEXHHUYCCKHUX CPEACTB BU3YAJIBHOT'O Ha6JIIO)1€HI/ISI, CBA3H U OXpaHHOﬁ CHUI'HaJIU3allnuu.

Iins  obecrieyenust (usMyeckoif 6Ge30IMaCHOCTH KOMIIOHEHTOB HMH(DOPMAMOHHBIX CHCTEM
[Mpennpustiss HEOOXOIMMO OCYLIECTBISATH . PsIJi OPraHM3alMOHHBIX M TEXHHYECKHX MEpPOIPUSTHH,
BKJIFOYAIOIIMX: MPOBEPKY 00OPYHOBAHHUS, NPeAHA3HAYEHHOTO I 00pabOTKM NEPCOHANBHBIX NAHHBIX,
Ha!

o HaJIU4Ue CIIENUaibHO BHEAPCHHBIX 3aKIaTHBIX YCTPOﬁCTB;

= BBEACHUE MNOITOJHHUTCIIBHBIX OFpaHI/I‘IeHI/H/I 0 JO0CTyIly B IIOMCIICHUI, npeﬂHasHaquHme JJIA
XpaHECHUA 1 O6pa6OTKI/I HCpCOHaJIBHBIX JaHHBIX,

- 000pyIOBaHME CHCTEM HH(OPMATH3AIMH YCTPOMCTBAMM 3aIUTHI OT cOOEB SNIEKTPONIUTAHUS U
IOMeX B IMHUIX CBSI3H. '

5.9.2. Texuuueckue cpeCcTBa 3aLUTEI

Texuudeckue (ammapaTHO-IPOTPAMMHBIE) MepPHI 3alllATHl OCHOBAHBI Ha HCIIONB30BAHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOHCTB U CIIEIMANBHBIX IPOrpaMM U BBIIOJIHSIOIIUX (CAMOCTOSATENBHO MUK
B KOMIUIEKCE C JAPYIHMH CpencTBamu) (GYHKIWH 3amuThl (MOCHTHQUKAMIO H ayTeHTH(OHKAIHUIO
TI0JIb30BATENEM, pasTpaHHUCHUE MOCTyMa K pecypcaM, PErHCTpaliio COOBITHH, KpHITOrpadHIecKoe
3aKphITHE HHOOPMAILIUK | T.1L.). '

C yueToM Bcex TpeOOBaHHUM U MPHHIUIIOB o0ecreueHust G€30I1aCHOCTH IEPCOHANBHBIX JaHHBIX II0
BCEM HAIPaBJIECHMUSM 3aIllUTHl B COCTaB CHCTEMBI 3AlIUTH IOJDKHBI OBITH BKJIIOYEHBI CIIEAYIOLIME
CpelcTBa:

= CPEACTBA pasTpaHUUICHUS JOCTYIIAa K JaHHBIM,

- CPEZICTBA PETHCTPAllMK JOCTylla K KOMIIOHEHTaM HH(OPMAIIOHHON CHCTEMBI M KOHTPOJS 3a
HCIIOJIB30BaHIEM HHGOPMAIINH;

- CPEeZCTBaA pearkpoBaHMs Ha HapyIIeHUs pekxuMa HHPOPMaHOHHOH 6e30acHOCTH.

J
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Ha Texuudeckue Cp€ACTBAa 3alIMTEI BO3J1aracTCa peUICHUE CICOYIOIUX OCHOBHBIX 3a/1a4.

- UICHTHOUKAIUS W ayTeHTH(UKALWS II0Jb30BaTeNied NpH IIOMOINM HMMEH MM CIELHaIbHBIX
anmapatHbeIx cpeacTs (Advantor, Touch Memory, Smart Card u T.11.);

= periaMenTanud Hu yndeHeHHe - AOCTYIIOM MOJIb30BaTeIed B IIOMEIIEHHUS, K (1)H3PI‘-I€CKI/IM 54
JIOTHYCCKHM YCTPOﬁCTBaM;

== 3amyTa OT MPOHHKHOBEHHS KOMIIBIOTCPHBIX BHPYCOB H PaspylIATEIBHOI'O BO3JICHCTBUS
BPEOOHOCHBIX ITPOTpaMM, o -

= perucTparus Bcex NEHCTBUM IMOJb30BAaTElsd B 3aAIMIICHHOM JXypHale, HaTH4Yhe HECKOJIBKUX
YPOBHEHN PETUCTpPALUY;

= 3aluTa OaHHBIX CHUCTEMBI 3aIllMTHI Ha Q)aﬁJIOBOM CEpBEPE OT OOCTYyIIa HOJIBBOBaTeJIeﬁ, B YbH
JOJIDKHOCTHBIC 0053aHHOCTH HE BXOIUT pa60Ta Cc I/IH(bOpMaIII/II/I, HaxoJsmieiics Ha HEM.

5.9.3. CpencTBa uaeHTHGUKANNYN U ayTeHTH(UKALUH [T0Ib30BaTENEH

B mensx mpemoTBpaiueHdss paboTel ¢ pecypcamMu HHGOpPMAIMOHHBIX cucTeM llpenmpusrus
TIOCTOPOHHMX JIMI HEOOXOMMMO OOECIEYUTh BO3MOYKHOCTH PpACIO3HABAHMS Ka)KIOTO JIEraJlbHOro
nosib30BaTeNs (MM TPYIN mojk3oBateneit). g uneHTHUKANE MOTYT IPUMEHATECS PasIMYHOro pola
YCTPOMCTBA: MATHUTHBIE KapPTOYKH, KIIFOYH, KJIFOUEBBIE BCTABKH, JUCKETHI U T.I1. ’

Ayrentudukamms  (MOATBEp)KOECHHE  IOMIMHHOCTH)  IIOMB30BATENICd  TaKiKe  MOXET
OCYIIECTBISTECS:

- IyTeM NPOBEPKM HAIMYKS Yy TIOJI30BATENEH KaKHX-THO0 CIeNUANbHBIX YCTPOHCTB (MarHUTHEIX
KapTO4eK, KIto4elf, KIIFOUeBBIX BCTABOK M T.1.);

- IIyTeM MIPOBEPKU 3HAHMS UMU MTapoJiei;

- IIyTEM IPOBEPKH YHUKAIBHBIX (DH3MYECKUX XapaKTEPHCTHUK M IApaAMETPOB CaMHX II0JIb30BaTEICH
IIPY IIOMOIIY CIEIUATBHBIX OMOMETPHUYECKUX YCTPOHCTB.

5.9.4. Cpencrtsa pasrpaHUYeHHs JOCTYyIa

30HEI OTBETCTBEHHOCTH W 3aJ1a4u KOHKPETHBIX TECXHHYECKUX CPEJICTB 3allUThI YCTAHABIUBAIOTCA
HCXOAS U3 MX BO3MOXKHOCTEH M SKCIUTyaTallHOHHBIX XapaKTECPUCTUK, OIIMCAHHBIX B NOKYMCHTAIlHK Ha
JaHHBIE CPEACTBA.

TCXHI/I"-IeCI(I(IC CpE€ACTBA pasrpaHUYCHUA NOOCTyla HOJDKHBI II0 BO3MOXKHOCTH OBITH COCTaBHOM
YacThIO €AMHON CHCTEMBI KOHTPOJIA OJOCTYyIIa.

- Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;
- B OTIEJBHBIE TOMEIICHUS;

- K KOMIIOHEHTaM WH(OpManMoHHOM cpensl [lpeanpusTus M 3J€MEHTaM CHCTEMBl 3alllHUThI
MEePCOHANBHBIX AaHHBIX (U3UUECKU JOCTYI);

- K WHQOpMANMOHHBIM pecypcaM (IOKyMeHTaMm, HocuTensM uHpopmanuw, ¢aitmaM, Habopam
IaHHBIX, apXUBAM, CIIpaBKaM 4 T.1.);

- K aKTUBHBIM pecypcaM (IpUKIaIHbIM IIporpaMMaM, 3a1adaM U T.11.);
- K OIEPAIMOHHOH CHCTEME, CHCTEMHBIM IIPOrpaMMaM U IIporpaMMaM 3alUuThL
5.9.5. CpenctBa obecnieueHns 1 KOHTPOJIS LEIOCTHOCTH

CpencrBa obecneueHHs IEJIOCTHOCTH BKJIIOYAOT B CBOM COCTaB CpEACTBAa DPE3EPBHOIO
KOIIUPOBAHHUS, IIPOrpaMMbl AHTHBHUPYCHOM 3allUTHI, [POTPaMMBI BOCCTAHOBJIEHHS II€JIOCTHOCTH
OIepalMOHHOU cpeabl U 6a3 JaHHBIX.



CpencrBa KOHTPOJIS LENOCTHOCTH HH(POPMALMOHHBIX PECYPCOB CHCTEMBI IIPEJHA3HAYEHBI IS
CBOEBPEMEHHOTO OOHApY)XEHUS MOAU(PUKAIIMU YIM HCKaXECHHUS pecypcoB cHUCTEMBL. OHM IO3BOJSIOT
00ecCreunTh MPaBIIBHOCTh (DYHKIIMOHHPOBAHMS CHCTEMBI 3aIUTBl M IEJIOCTHOCTH XPAHUMOU U
obpabaTbiBaeMol HHPOPMAIIUH.

KOHTpOJIb LENOCTHOCTH MHGOPMALUK U CPEICTB 3aIlUTh], C LIENbI0 00ECIEYEHHs] HEU3MEHHOCTH
MHGOPMAIIMOHHON Cpelbl, OMpeenseMoil MpelyCMOTPEHHOH TexHojorued o6paboTkM, M 3alMTHl OT
HECAHKI[MOHUPOBAHHON MOIM(HUKALN IEPCOHATBHBIX JAHHBIX JIODKEH 00eCIIeunBaThCA:

- CpEJICTBAMHM PasTpaHWdeHust T0CTyma (B OMEIIEHHUS, K JOKYMEHTaM, K HOCHTEIIM HHGOpMaluH,
K cepBepaM, JJOTH9eCKUM yCTPOHCTBAM H T.IL.);

- CpeICcTBaMU 3JIEKTPOHHOM MOIINCH;
- CpEZICTBAMH MOJICYETA KOHTPOJIBHBIX CyMM (JIsl HCIIOJIB3yEeMOT0 IIPOTPAMMHOT0 00ECIIEUEHHU).
5.9.6. CpezcTBa ONepaTHBHOTO KOHTPOJIS ¥ PETUCTPAIMU COOBITUH 6€30MacHOCTH

Cpencrsa 00BEKTHBHOTO, KOHTPOJIS JIODKHBI 00ecleyrnBaTh OOHAPYKEHHE M PETHCTPALUIO BCEX
cobrITHil (meicTBHi monb3oBarened, momeitok HCJ[ # T.I.), KOTOpblE MOTYT IIOBIEYL 3a COOOM
HapylIeHHe 0€30MacHOCTH M MPHUBECTH K BO3HUKHOBEHMIO KPH3WCHBIX CHTyanmi. AHanu3 coOpaHHOH
CpPeNCTBAMH PETMCTPAllMd HH()OPMAIMH II03BOJSET BBIABUTH (DAKTHI COBEPLICHMS HaApYIICHUH, HX
XapakTep, MOJCKa3aTb METOI €ro pPaccleNOBaHWS ¥ CIIOCOOBI IIOMCKA HApyIIUTENs W MCIPaBICHUS
cutyanuu. CpeacTBa KOHTPOJIS U pETUCTPaLlMU JOJDKHEI IPENOCTABIIATE BOBMOXKHOCTH:

- BeJIeHMS U AHATH3a XKyPHAIIOB PErUCTPAIMA COObITHIT 6e30acHOCTH (CHCTEMHBIX XKYPHAJIOB);®

- TIOJTYUeHHsI TBEPION KouH (IIe9YaTh) )KypHaIa PErHCTpaluy COOBITHI O€30IIacHOCTH;

YOOpagO4YCHHA )XYPHAJIOB, a TAKXKE YCTaHOBJICHUS orpaaneHm‘/'I Ha CPOK UX XPAaHCHUA,

= OIICPAaTHBHOI'O OMOBEIICHNA OTBETCTBEHHOI'O 3a Opranu3aliiio O6pa6OTKPI ICPCOHAIBHBIX JaHHBIX
0 HapYIICHUAX.

Ilpu peructpanuu COOBITHI OE30MAaCHOCTH B JKypHANE NO/DKHA (HKCHPOBATBCS CIIEMYHOLIas
uHbOpMAaIVS: o

- Jata ¥ BpeMs COOBITHS,

- UICHTHPHUKATOP CYOBEKTa, ocymecmnmomei"o pPEerucTpupyeMoe AeHCTBUE;
- JeiicTBue (THII JOCTYTIA). | '

5.10. KoHTpoab 3¢ EeKTHBHOCTH CHCTEMBI 3AIUTHI

KonTpons 3(G(EKTUBHOCTH 3alUThl [EPCOHANBHBIX HAaHHBIX OCYLIECTBISETCS C LEIBI0
CBOEBPEMEHHOTO BBISBIEHWS W [PEJOTBPALICHHS YTEYKH IIEPCOHANBHBIK MNaHHBIX 33 CUeT
HECAHKIIMOHMPOBAHHOIO JOCTYIIA, a TaK)Ke MPEeIyNPEXIECHUAS BO3MOXKHBIX CIEIHABHBIX BO3ICHCTBUM,
HAIpaBIIEHHBIX HA YHUYTOXKEHHE IEPCOHANBHBIX JAHHBIX, PaspylIeHHe CPEACTB HHGMOPMATH3AIUH.
KOHTpPOJIb MOKET TPOBOIAUTHCS IPUBJIEKAEMBIMH JUIS 3TOM I1€JI OpraHU3alusaIMU, HMEFOIIUMHU JTHIIEH3HIO
HA 3TOT BUJ JAEATEILHOCTH. '

Onenxa 3QPeKTHBHOCTH Mep 3aIUTHl IEPCOHATBHBIX JAHHBIX IPOBOTUTCS C HCIOIB30BAaHHEM
TEXHHYECKUX M IPOTPaMMHBIX CpEICTB KOHTPOJS HAa INpPEeAMET COOTBETCTBUS YCTAaHOBICHHBIM
TpeOOBaHUSIM. '



